TOWSONUNIVERSITY
CONFIDENTIAL DATA ADDENDUM

EFFECTIVE OCTOBER, 2024

Name of Vendor/Contractor:

TU Contract Number:

Product or Service:

Address for Notices and Reports to TU | infosec@towson.edor the theneurrent security email
address made available by TU

THIS ADDENDUM IS HEREBY INCORPORATED INTO THE CONTRACT IDENTIFIED
ABOVE (“CONTRACTBETWEEN THE CONTRACTOR NAMED ABOVE
(“CONTRACTOR AND TOWSON UNIVERSITY ().

1) DEFINITIONS

a. “Appropriate Measurés mears compliance with applicable regulatory and industry
requirements, as well as best practices for administrative, technical, and physical securit
controls, providedhat in no case shall such measures provide less than equivalent protectior
to that described in the security standards and controls of NIST SP38@kcurity and
Privacy Controls for Federal Information Systems and Organizations” (Moderate Baseline).

<

b. “Confidential Data’includes, but is not limited to, personally identifiable information (as
defined in applicable law), includingijthout limitation name, address, phone number, date
of birth, Social Security Number, and student or personnel identification number; FERPA
Data (as that term is defined below); cardholder data; biometric information; geolocation
data; internet or other electronic network activity information, including IP address; driver’s
license number; other state or federal identification numbers such as passport, visa, or state
identity card numbers; account number or credit or debit card number, or an account number
or credit card nmber in combination with any required security code, access code or
password that would permit access to an individual’s financial account; personal health
information (as defined in applicable statutes, laws, and regulations); and such other data
and information as may be specified by applicable law as “personal data,” “personal
information,” “personally identifiable information” or the equivalent.

c. “TU” means Towson University.

d. “TU Data” meansvithout limitation all information, data, Confidential Data, sound, image,
video, derivative products, or other information assbts are provided by or collected on
behalf of TU

e. “TU Resources’includeswithout limitation software, hardware, configurations, and licenses
provided by TU
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f. “Security Incident means any actual, suspected, alleged, or potential unauthorized use,
access to, disclosure, loss, or alteration of TU Datasuccessful attempts to access
information or “pings” on the system do not constitute a Security Incident.

g. “Security Breach’means any “Security Incident” in which it has been confirmed that
Confidential hformation was accessed by or disclosed to an unauthorized person asparty
defined in Md. Code Ann., State Government Article, 810-D3A{“Protection of
Personally Identifiable Information by Public $f Higher Education”) and/or all other
applicable laws.

2) GENERAL
a. The terms and conditions of this addendum supersede the terms and conditions in any other
documents related to this contracted service or the contractual relationship betweeth TU
the ContractorFor purposes of clarity, this includdsut is not limited to, any
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applicable to the provision of tleervices, including payment and P@€lated services
or solutions.

3) Contractor agrees to supply the status of Contractand Contractor's Thirérarty
Provider’'s,PCI DSS compliance to T,Land evidence of its most recent validation of
compliance, upon execution of the Contraict! at least annually thereafter.
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available to the Contractqursuant to the Contract “protected health informatighas
defined by Health Insurance Portability and Accountabifgt of 1996, as amended
(“HIPAA”) and the rules and regulations promulgated pursuant thereto.

4) SECURITY AND DATA PROTOCOLS

a) Contractor shall support SAML2/Shibboleth or shall provide another method offeraitir
authentication (MFA”), which alternate method must be acceptable to TU

b) Contractorrepresents and warrants that all TU Dsttall be stored on servers within the
United StatesContractorshall notify TUin writing not less than one hundred and eighty
(180) days in advance of any changes in the location of TUiDataa result of the change,
TU Datawill be stored outside of the United States.

c) Contractoragrees that any transfer of TU DéatweenTU
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d)

6) SECURITY INCIDENT

a)

b)
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2) 1SO 27001/2 Certification
3) FedRAMPAuthorization

If Contractor does not have the reports specified in Section 5(b), then Contractor must subm
a Higher Education ©ud Vendor Assessment TodIHECVAT”) upon execution of the
Contract upon renewal of the Contracnd at other times if requestdd. in its sole
discretion, TU believes that Contractors HECVAT responses do not comply with
Appropriate Measuresuch noneompliance will be considered a material breach of the
Agreement.

If Contractor fails to provide any reports required by this Section on the anniversary of the
Contract’s effective date, such reports shall be provided tavithin thirty (30) days of
Contractor’s receipt of a written request

Unless waivedr amendedby TU in writing, Contractor shalerform a formal penetration
test on an annual basiSontractorshall make the results of such tests available tedth
year on the anniversary of the effective date of the Contract

1) If Contractor fails to provide the penetration test results on the anniversary of the
Contracts effective date, such results shall be provided tavitbin thirty (30) days of
Contractors receipt of a written request.

2) If a penetration test results in a negative finding, then Contractor shadirfiem
penetration tests at Contractoexpense until the negative finding is resolved.

3) A penetration test means “the process of using approved, qualified personnel to condug
realworld attacks against a system so as to identify and correct security weaknesse
before they are discovered and exploited by others.”

4) This penetration test must be performed at Contractor's expense by pattird-The
identity of the third party will be disclosed to Tupon request.

If Contractor becomes aware @Security IncidentContractorwill notify TU within 48
hours of the time Contractor becomes aware the Security Incident occurredotitieeto
TU shall include: 1)he nature and scope of the incidemtd the affected records or data;
and?2) stepsthat Contractor has taken to mitigate any further incidamdsprevent further
incidents.

If the Contractor becomes aware that a Security Breach has occurred, Contractor will provid
notice of the Security Breach to Twithin 48 hours of the time the Contractor becomes
aware the Security Breach occurrednyfhreachnotifications required by applibée law,
including but not limited to FERPA, HIPAA, and Md. Code Ann., State Government 810-
13A-03,shall be made in coordination with Tdi/the Contractor’s expensd&.heContractor

shall not make any notifications without "BLprior written consent.

Contractor shall provide access, copies, and/or retrieval, collection, searching, and removg
capabilities twentfour (24) hours a day, seven (7) days a week, with exceptions for

scheduled and emergency maintenance. Upon Contractor’s receipt of a written request from

TU, at Contractor’s expense, Contractor will provide With any logs, data compilations,
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limited to unauthorized disclosure of TU Data a fraudulent or unapproved use of PII,
PHI, ePHI, EMR,FERPA Data, ocredit cardnformation.

b) Contractor acknowledges that any indemnification obligation provided for under the
Contract applies also to the failure of the Contractor or any of its subcontractors to be and to
remain compliant with the requirements of this Addendum.
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